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 David Waters

 Security Consultant @ Lateral Security  

 16 Years Experience as a Developer 

 ~ 4 Years @ Google

 1 Year @ Google Security Team

 In the weekends likes long walks in the bush and planting 

trees on Motuihe Island.

Presenter Introduction



Company Overview

Company
– Lateral Security (IT) Services Limited

– Founded in April 2008 by Nick von Dadelszen and Ratu Mason (Both Directors)

– Auckland, Wellington  Christchurch: ~20 highly specialised security consultants

Services
– Security testing (design & architecture, penetration testing, configuration, code 

reviews, security devices & controls, mobile apps) 

– Security advisory (Lifecycle compliance & audit – ISO, PCI-DSS, NZISM, policy 

process development, threat modeling and risk assessment)

– Regular ongoing technical testing and assurance programs



 Awareness

 Persuasion

 Profit

My Objectives



Types Of Tests

Unauthed Authed Whitebox Code Review
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 Huge Value

 Customer Surprise

 More Practitioners

Why Do I Care



 Better Targeted Penetration Testing

 Different Vulnerabilities Discovered

 Bad Patterns

 Future Security

Why Should You Care?



Examples of Bad Code



 Subject Title?

 Subject Title?

 Subject Title? 

Subject



















Questions and Contacts

Lateral Security (IT) Services Limited

Wellington

69 The Terrace (level 5, Gleneagles House)

PO Box 8093, Wellington 6011, New Zealand

Phone: +64 4 4999 756

Email: sas@lateralsecurity.com

Auckland

53 High Street (level 1)

PO Box 7706, Auckland, New Zealand

Phone: +64 9 3770 700

Email: sas@lateralsecurity.com

Christchurch

36 Byron Street (level 1)

Sydenham 8023, Christchurch, New Zealand

Phone: +64 35950387
Email: sas@lateralsecurity.com
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