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Agenda

● APT + demo
● Application Whitelisting
● Software Restriction Policies

● Configuration + demo
● Operation + demo
● Bypassing + demo

● Questions



 

APT

● Nation State
● 0-day
● Patient
● Targeted

● AV won't help



 

Modus Operandi

● Emailed malicious documents
● Targeted, relevant topic
● Often spoofed from a frequent contact
● Often resend of legitimate documents

● USB keys
● Police Computer??
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Agent.btz

● Hit US Military in 2008
● Air-gap jumping C2
● Extended clean-up operation
● Resulted in US Cyber Command
● Russians?
● Still there!



 

Stuxnet

● Highly targeted payload
● Iranian uranium enrichment
● Four 0-day exploits
● Israel/US? 



 

Malware Demo



 

Application Whitelisting

● Blacklisting?
● Enumerate all the bad in the world?

● List what you need to do your job
● Don't just stop install: Block execution
● Many commercial solutions

● AppLocker

● #4 in DSD's Top 35 Mitigations



 

Software Restriction Policies

● Available since XP
● Commonly used for blacklisting

● Trivial to bypass in this mode

● Only effective in whitelisting mode



 

Basic Concept

● Allow paths with software, e.g.:
● c:\windows
● c:\program files

● Ensure user can't write there
● Sysinternal's Accesschk

● Set default to “Disallowed”
● Everything else is blocked by default



 

Implementation

● Deployable from Group Policy
● Check user write permissions

● Sysinternal's accesschk
● Remove write access to allowed paths
● Or add writeable paths to blacklist 



 

Implementation cont

● Create New Software Restriction 
Policy

● Include DLLs
● Remove .lnk files?
● Set default rule to disallowed

● Deploy to test group
● Deploy across domain



 

Implementation - Logging

● Existing environments: enable 
additional logging pre-deployment

● Leave in unrestricted mode for logging
● Set HKLM\Software\Policies\Microsof
t\Windows\Safer\CodeIdentifiers\ 
LogFileName

● Deploy to test group
● Watch for default rule hits



 

Config Demo



 

Issues

● Doesn't block initial exploit, or 
shellcode

● User mode protection only
● No per-user rules
● Crap GUI
● No network service protection



 

Bypasses

● Shellcode execute exe/dll:
● LoadLibraryEx flag 

LOAD_IGNORE_CODE_AUTHZ_LEVEL
● CreateRestrictedToken/CreateProcessAsUser 

flag SANDBOX_INERT

● runas /trustlevel:unrestricted
● rundll if not restricting DLLs
● gpdisable if admin



 

… but still effective!

● Most shellcode doesn't attempt bypass
● Many vulnerabilities don't use 

shellcode
● Stops USB autorun style malware
● Breaks persistence after logoff/reboot
● Can provide additional logging for IR



 

Prerequisites

● Not admin (#3/35)
● Enable DEP (#20/35)
● Disable Macros (#26/35)
● Firewall (#13 & #14/35)



 

SRP Demo



 

Conclusion



 

Conclusion

It's crap



 

Conclusion

BUT



 

Conclusion

● It stops latest APT:
● “Chinese”
● “Russian”
● “USA/Israel”
● Lots of normal malware



 

Conclusion

● Good first step
● Relatively easy
● Already built in
● Turn it on



 

Further Reading

● http://www.nsa.gov/ia/_files/os/win2k/Application_
Whitelisting_Using_SRP.pdf

● http://dsd.gov.au/infosec/top35mitigationstrategies.h
tm

● Samples from:
● http://contagiodump.blogspot.com/
● http://offensivecomputing.net



 

Questions?

Thank you
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